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Introduction

Microsoft Great Plains eCommerce is a software package that provides
integration between online storefronts built on Microsoft Commerce Server and
the Microsoft Great Plains business management solutions specifically
Dynamics and eEnterprise.

One of the most important features of eCommerce storefront is its replication
support for front office databases such that it operates independently of the
back office eEnterprise or Dynamics databases. Customers can enter orders,
view existing orders, check pricing and item availability, or browse through a
catalog, regardless of whether the back office server is up and running.

Nodus ECOMMERCE ADVANTAGE provides the additional but necessary
functionality of processing credit card payments directly from the eCommerce
web site. It’s a complete solution that permits users to verify payments over
the web and updates Dynamics / eEnterprise back-end database all at once.

It works in conjunction with Credit Card Advantage (CCA), letting users further
process sales transactions submitted through eCommerce web site from within
Great Plains environment. CCA included with ECOMMERCE ADVANTAGE is a
fully functional version that integrates with each of the main sales modules.
Credit cards can be processed individually in real-time mode or saved to a
batch for efficient bulk processing.

ECOMMERCE ADVANTAGE'’s credit card processing features allows you to
interface with multiple processors and Payment Gateways. Its web-based
design provides fast and secure processing with no modem hassles.
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Product Features

Nodus ECOMMERCE ADVANTAGE is designed to work seamlessly with
Dynamics / eEnterprise. Features include:

= Credit card authorization (Sale) and delayed-authorization & capture
(Book) from eCommerce web site.

= Credit card verification from all Dynamics/eEnterprise Sales data entry
screens

= Real Time (on the fly) verification

= Batch mode verification

= Complete multi-user capability

* Numerous processors to choose from

=  Web-base design eliminates modem problems
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Terms Used in this Guide

Various terms are used throughout the credit card industry. Often several
different terms may have the same meaning. This section will tell you which

terms we have chosen to use and what they mean. You can also find terms
not used in this guide along with the terms we are using in their place.

Terms referring to specific transaction types are not covered in this section.
For example, a ‘Pre-Authorize’ transaction at one processor may be called a
‘Book’ transaction by a different processor. Transaction Types terms are
covered in their own section Transaction Types.

Back Engine

Payment Gateway

Processing Engine

Processor

eCommerce Integration

Accounting System Integration

Transaction Server

Payment Gateway Connector

Referred to as Payment Gateway

The software and / or service that transmit the credit card
transactions to the processor. ECOMMERCE ADVANTAGE
sends transactions from your accounting software through the
Payment Gateway. Examples of a Payment Gateway are
VeriSign and Paylinx. A Payment Gateway is also referred to
as a back-engine, gateway or processing engine.

Referred to as Payment Gateway

The Processor is also known as a network. The Processor is a
middle-man between the merchant and the customer’s bank.
The Processor allows the merchant to connect to the
approving bank (cardholder’s bank) to check the validity of the
card and the availability of the funds and sends a response to
through a Payment Gateway.

The eCommerce Integration is where the credit card
transactions are initiated. If the transaction gets approved they
are submitted to Accounting System for further processing.

The Accounting System Integration is where the credit card
transactions are entered. It is also the piece that writes the
proper payments to your accounting data. AKA “Back Office
Support”, “Back Office Integration”, “Ul”, “User Interface”.

The Transaction Server is part of ECOMMERCE
ADVANTAGE that allows eCommerce Integration process
transactions and submit approved transactions to Accounting
System.

The Payment Gateway Connector is the part of ECOMMERCE
ADVANTAGE that connects your Accounting System
Integration to the Payment Gateway. AKA “Com Component”.
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How it All Works

Below is a graphic representing the transaction flow when using ECOMMERCE
ADVANTAGE.

The red dashed line represents the Request.
The blue dotted line represents the Response.
The green solid line represents Settlement.

The black dashed/dotted line represents Approved Transaction.
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System Overview

Microsoft Great Plains eCommerce operates in a disconnected state, where
web storefront (Front Office) and eEnterprise/Dynamics business environment
(Back Office) are linked through Business Document Exchange (BDX)
framework.

BDX provides a message-oriented link between back office and replicated,
front office databases. It lets the eCommerce storefront operate independently
of eEnterprise/Dynamics environment. In this way storefront is always up and
running. Customers can enter orders, view existing orders, check pricing, item
availability, and browse a storefront’s catalog regardless of the status of the
back office database server.

Nodus ECOMMERCE ADVANTAGE brings the necessary real-time electronic
payment processing support to eCommerce storefronts. Its seamless front and
back office integration makes the complicated process of accepting electronic
payments a breeze. In addition it works with existing Credit Card Advantage
Suite providing a complete solution for your electronic payment processing
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About Your Payment Gateway

VeriSign

VeriSign works with a number of different processors. If using VeriSign you
have your choice of any of the processors VeriSign supports. If you have not
already set up an account with VeriSign, you will be given an application when
you purchase ECOMMERCE ADVANTAGE. The VeriSign application asks for
information about your company, your bank and the processor you have
chosen. The VeriSign application also allows you to choose a log-in and
password for your VeriSign account. When entering Setup Ids in ECOMMERCE
ADVANTAGE the following information will be helpful.

Processing Server Name — Test mode: test-payflow.verisign.com

Processing Server Name — Live mode: payflow.verisign.com

Port: 443

VeriSign Partner ID: If you signed up through Nodus -—
“nodus”

If you signed up directly with VeriSign —
“verisign”

If you signed up through a different
VeriSign partner, check with that partner
for the Partner ID.

Website https://manager.verisign.com

Testing

ECOMMERCE ADVANTAGE can be tested with your live or test database to
confirm your setups. For evaluation purposes, ECOMMERCE ADVANTAGE can
also be tested with The World On-Line before purchase.

To Test ECOMMERCE ADVANTAGE with VeriSign:

1. Install ECOMMERCE ADVANTAGE according to the instructions in this
guide.

2. Setup ECOMMERCE ADVANTAGE according to the instructions in this
guide. Use “test-payflow.verisign.com” as the IP address. If testing in
The World On-Line use User ID, Vendor ID = “NodusTech”, Password
= “nodus!”, and Partner ID = “Nodus”.

© 2003 Nodus Software Solutions — All Rights Reserved
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Open eCommerce web site. After going through the login screen,
create a new order, add items, and select submit. At the “Shipping
Information” page select credit card as the payment type and press
“Total” to continue.

Enter transaction as normal using this test account number: 4111-
1111-1111-1111. Use any future expiration date. Transactions for
$999.99 or less should be approved. Transactions for $1000.00 or
more will be denied.

Paymentech Processor

If you plan to use Paymentech processor, you will be given an application
when you purchase ECOMMERCE ADVANTAGE. The Paymentech application
asks for information about your company, and your bank. You need to sign a
Paymentech account through Nodus in order to use eCommerce Advantage
with Paymentech processor. When entering Setup Ids in ECOMMERCE
ADVANTAGE the following information will be helpful.

Processing Server Name —Test mode: epayhipvar.paymentech.net

Processing Server Name — Live mode: epayhip.verisign.com

Port: 443

Website https://www .paymentech.net/manager

To Test ECOMMERCE ADVANTAGE with Paymentech:

1.

Install ECOMMERCE ADVANTAGE according to the instructions in
this guide.

Setup TRANSACT ADVANTAGE according to the instructions in this
guide. Use “epayhipvar.paymentech.net” as the IP address. Use
Merchant ID = “700000000403”, BIN = “000002”, and Terminal ID =
“001”.

Open eCommerce web site. After going through the login screen,
create a new order, add items, and select submit. At the “Shipping
Information” page select credit card as the payment type and press
“Total” to continue.

Enter transaction as normal using this test account number: 4111-
1111-1111-1111. Use any future expiration date. Transactions for
$999.99 or less should be approved. Transactions for $1000.00 or
more will be denied.
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Card Name Card Number for Testing
Visa 4111111111111111
Visa 4012888888881
Visa 4055011111111111
Master 5454545454545454
Master 5405222222222226
American 371449635398431
Express

Discover 6011000995500000
Diners 36438999960016
JCB 3566002020140006

Amount Auth Response Response

XX.00 00 Approved

XX.01 05 Do Not Honor

XX.02 01 Call/Refer to Card Issuer
XX.03 04 Pickup

XX.04 19 Re-enter Transaction
XX.05 14 Invalid Credit Card Number
XX.06 74 Invalid Expiration Date
XX.07 L5 Invalid Issuer

XX.10 03 Invalid Merchant Number
XX.12 13 Bad Amount

XX.13 12 Invalid Transaction Type
XX.16 43 Lost/ Stolen Card

XX.21 06 Other Error
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Reconciling VeriSign with ECOMMERCE ADVANTAGE

The settlement reports in ECOMMERCE ADVANTAGE can be used to reconcile
credit card transactions recorded in your accounting system with those
recorded on the VeriSign website. The ECOMMERCE ADVANTAGE settlement
reports can be compared to the VeriSign Daily Activity reports. The steps to
run the VeriSign Daily Activity reports follow. For the steps to run the
ECOMMERCE ADVANTAGE daily settlement reports, see End of Day Procedure.

To Run VeriSign Daily Activity Reports:

1. Go to the VeriSign website <https://manager.verisign.com=>.
2. Enter Partner ID. For Logon enter your Merchant ID.

3. Choose Reports.

4. Select Daily Activity Reports

5. From drop-down, choose to view live transactions.

6. Choose Submit.

Transaction Type Names

Following is a list of the transaction type names used by VeriSign and the
equivalent terms in Credit Card Avantage.

VeriSign eCommerce Advantage
Authorize Book

Delayed Ship

Capture

Sale Sale

Credit Credit

Void Void

Force Force
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Reconciling Paymentech with ECOMMERCE
ADVANTAGE

The settlement reports in ECOMMERCE ADVANTAGE can be used to reconcile
credit card transactions recorded in your accounting system with those
recorded on the Paymentech website. The ECOMMERCE ADVANTAGE
settlement reports can be compared to the Paymentech reports. The steps to
run the Paymentech Daily Activity reports follow. For the steps to run the
ECOMMERCE ADVANTAGE daily settlement reports, see End of Day Procedure.

To Run Paymentech Reports:

1. Go to the Paymentech website:
<https://www.paymentech.net/manager=>.

2. Enter Group ID (mid), User ID and Password.
3. Choose Review.

4. Select Batch Search or Transaction Search.

5. Select Date range or Batch # or Document #.

6. Choose Search.

© 2003 Nodus Software Solutions — All Rights Reserved
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Installation / Registration Instructions

There are several steps to installing ECOMMERCE ADVANTAGE. Each section
below covers one of the steps. This chapter contains the following sections:

Running the Install Program (ECOMMERCE*.exe)
Registering eCommerce Advantage Pipeline Component
(Front Office only)

Setting up eCommerce Advantage Connections

(Front Office only)

Configuring eCommerce Advantage Pipeline Component
(Front Office only)

Configuring BDX Inbound Documents

(Back Office only)

Entering Payment Gateway Connector Key(s)

Following steps are only applicable to Credit Card Advantage Installation for
Back Office

Including New Code

(Back Office only)

Attaching the Registration Window

(Back Office only)

Running Installation Routines

(Back Office only)

Entering Accounting System Integration Key
(Back Office only)

Requirements

Before installing ECOMMERCE ADVANTAGE be sure your system meets the
minimum requirements:

Front Office Installation

Operating System must be Windows 2000 Server with eCommerce
storefront (front office) already installed and configured.

Server must have a live connection to the Internet in order to process
credit card transactions.
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Back Office Installation

Operating System must be Windows Server with eCommerce back office
already installed and configured

The latest service pack of Dynamics / Enterprise must be installed.

Server must have live connection to the Internet in order to process credit
card transactions.

Running the Install Program

You will need administrative privileges on your server in order to run the
Install Program (ECOMMERCE*.exe). In addition you have to run this routine
on both front and back office servers. The install program will do the following:

Front Office Installation

Create a backup of your existing storefront

Install updated storefront web pages and pipeline configuration files
Install stylesheets for Custom BDX Document Dispatchers

Install Payment Gateway software to your local drive

Install Transaction Server to your local drive

Install Payment Gateway Connector to your local drive

Install the User Guide and Release Notes to your Windows Start menu

Install various .dlls and system files

To install eCommerce Advantage on Front Office:

7. Double-click the ECOMMERCE*.exe file.

© 2003 Nodus Software Solutions — All Rights Reserved
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InstallShield Wizard

Setup Type

eCommerce Front Office o Back

¥

Frrstartl5iield " | ocpak || News | | camcel [

8. Follow the instructions on-screen. When prompted for Setup Type
select Front Office and hit Next to continue.
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InstallShield Wizard

Select Microzoft Great Plainz eCommerce’s 'Web Folder

-t thie folder where Microzaft Great Plain: eComme lled anthiz

Isterl 15t

i1 Carel ]:

9. When asked for eCommerce web site folder, don’t select the directory
where eCommerce Program Files are installed, it should point to

eCommerce web site folder, which is wusually Ilocated under
“inetpub\wwwroot\<Site Name>".

© 2003 Nodus Software Solutions — All Rights Reserved
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InstallShield Wizard

Select Installation Type

p you prefer

Back Dffice Installation - Paymentech

Back Dffice Installation - Yerizign
Cugtom Ingtallation

Frant Office Installation ehtech
Front Office [nstallation - Yeriz

¥

(nstalloHiel ' | cpack || pew» | ——

10. When prompted for Installation Type select the appropriate front office
installation.

11. Continue through the InstallShield windows, and follow the instructions
on screen.

12. To complete the installation, reboot the computer when prompted.

13. After reboot you will be asked to register the eCommerce Advantage
Pipeline component, and to enter setup information for eCommerce
Advantage. Please consult the "Registering eCommerce Pipeline
Component” and "Setting up eCommerce Advantage Connections"
topics for details
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Back Office Installation

= Install stylesheets for BDX Document Subscribers

= Copy the cca*.cnk file to your Dynamics / eEnterprise launch directory
= Install Payment Gateway software to your local drive

= Install Transaction Server to your local drive

= Install Payment Gateway Connector to your local drive

= Install Great Plains Business Adapter to your local drive

= Install the User Guide and Release Notes to your Windows Start menu

= Install various .dlls and system files

To install eCommerce Advantage on Back Office:

1. Double-click the ECOMMERCE*.exe file.

InstaliShield Wizard

Setup Type

ct the setup tupe that be:

allation iz for eCaornmerce Front Office ot Back Office

¥

InstadiSii - | <Back [] Nests | I| Carioe|

2. Follow the instructions on-screen. When prompted for Setup Type
select Back Office and hit Next to continue.
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InstallShield Wizard

Select Microzoft Great Plainz Folder

fior Folder

Isterl 15t

i1 Carel ]:

3. When asked where Dynamics / eEnterprise is installed, accept the
default path, if correct, or use the browse button to indicate your
Dynamics / eEnterprise launch directory.
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InstallShield Wizard

Select Installation Type

Cugtom Irestallation

Front Dffice Installation - Paymentech
Front Office Inztallation - Verzign

st ' | <Back | News | | camcel [

4. When prompted for Installation Type select the appropriate back office
installation.

5. Continue through the InstallShield windows, and follow the instructions
on screen.

6. To complete the installation, reboot the computer when prompted.

Registering eCommerce Advantage Pipeline
Component (Front Office Only)

To Reqister Pipeline Component:

7. After Reboot you will be asked to register eCommerce Advantage
Pipeline component. The Pipeline Component Registration Wizard will
guide you through these steps.
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|1| Pipeline Component Registration Wizard [Step 1 - |EI|£|

The pipeline Component R eqistration Tool needs to know what component you would like
to add. Pleaze zpecify the camponent's ProglD ar 2elect the type libram [ TLE ar .DLL] of
the component you wish to add.

{* Select component by ProglD

PraglD: ITransactF‘ipeIine.Transau:tiu:un

{~ Select component Tvpe Librany

Path: I _I

¢ Back | Cancel |

8. Use "TransactPipeline.Transaction” when asked to enter the ProglD.

|1| Pipeline Component Registration Wizard [Step 2 of x|

Fleaze zelect the Fipeline Stages you wish to make pour component available in.

Component; TranzactFipeline. Tranzaction

Aevailable Cateqaories: Selected Cateqaories:
Order Subtotal - FPaprnent
Crder Total _I -
Praduct |nfa
Purchase Check,

Purchase Order Submit —
Purchiazse Order Y alidate LI
Recaord

B emisitinn & dinst Price

Add Cuztom Stage |

< Back Ment » LCancel

9. When prompted to enter Pipeline Stage, select "Payment" from
"Available Categories™ and use ">" to add it to "Selected Categories™
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|1| Pipeline Component Wizard [Registration] ':E' El

YWwhould you like to anly register your components, expart the registration information bo a zonpt, or
both register pour components and export the regigtration information ko a soript?

{* Register components only

™ Export regiztration data

" Register and export data

Export path:
o htemphpipecomp. reg |

< Back I Hent » | LCancel |

I[s
creen Shot]

10. On the Registration screen select "Register components only" and click
"Next" to complete the registration.

Setting up eCommerce Advantage
Connections (Front Office Only)

To Setup eCommerce Advantage Connections:

1. After Pipeline Component registration you will asked to enter
eCommerce Advantage Setup IDs. Alternatively you can open
eCommerce Advantage Setup Screen through:

Start Menu >> Programs >> Nodus Technologies ==
eCommerce Advantage Setup
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Transact Advantage Setup El
[ Save ¥ Delete & Clear 4 4 » ¥
Setup ID: IeEnmmerce Connection j
— Connector
Cannectar; Il""'E’iSign j
Processor |fmerican Espress 800-297-5555 |
Card Clazs; II:"E':Iit j
Parameter | W alue |A
ServerAddress test-payflow. verisign. com |
S erver.Port 443
Server. Prospdddress
S erver. ProsyPort LI

— Installed Adapters

Adapter: Great Plainz Adapter j [¥ Activate
Parameter | W alue |A
Drrivver {S0L Servert
Server N&BOO e
Dratabaze T LI

Eonnection String IDriver={5I]L CerverServer=NABOD D atabase=Tw0;

2. Enter Setup ID, you can use any name as the Setup ID as long as it
doesn't contain these "\ / : * ? " < > |" characters.

3. Select Payment Gateway Connector, Processor and Card Class.

4, Specify database information for connecting to the eCommerce Back

Office <COMPANY > database.
5. Enter the Payment Gateway’s connection details.
6. Choose Save.

7. Close the window by clicking “X” on top right corner.

© 2003 Nodus Software Solutions — All Rights Reserved



ECOMMERCE ADVANTAGE 7.0 USER GUIDE 26

Configuring eCommerce Advantage Pipeline
Component (Front Office Only)

To Configure Pipeline Component:

1. Goto your eCommerce web site folder and open
"CCPAYMENT.PCF" pipeline configuration file. It would be located
under

C:\InetPub\wwwroot\ <Site Name=>\Config\CCPurchase.pcf

1 Commerce Server Pipeline Editor - [C:Nodus®, TWO Config" CCPurchas... [Iljj=]

File Edit Wiew Window Help -2 x|

D|=(E| (=[] o]e[s| x| 2
E ----- ﬁ OrderPipeline

L:_‘ ----- | Purchase Check

....... DefaultP ayment

't Component

EI """ Accept Mowve Up Alt+Up

. [awe Do AlEEDown

L Gl Great Plai

Cuk eyl

L SaveRece  Copy CErl+C
Paste g
Celete. .. Cel
Properties... Alt+Enter

Inserts a new companent after the curfently selected component 1. MWUM [ 2

2. Right click on "RequiredPayment” component and select "Insert
Component >> After...".
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Choose a component |
Stages:

I Papmett j

Compaonents:

DefaultPayment

Mizrozoft Great Plains e0rder Payment
Monep Corvverter [ink->cy)

RequiredP ayrment

Scriptor

i TranzactFipeline, Tranzaction

k. LCancel

3. Select "TransactPipeline.Transaction" from the list and press "OK" to
continue.
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1 Commerce Server Pipeline Editor - [C:Nodus®, TWO" Config CCPurchas... [l=] E3

Fle Edt Yiew Window Help =12 x|

|26 #[%=(e| o]8[S| x| 2
E ----- ﬁ OrderPipeling

l_:_| ----- Purchase Check,
B T Yalidate” CMumber
|:=:| ----- Payment
g% | DefaultPayment
g% | RequiredPayment
i Insert Compaonent 3
|__=—| ----- #  Accept
Move Up Alk+Up
: 3 """"" Great Plains Orc Move Down AT
W _ Cuk Chrlx
A . SaveReceipk
! Copy k|12
Paste b
Delete... Del
Displays properties for the currently selected ikem | FLIN i

4. Right click on "TransactPipeline.Transaction” component and select
"Properties..."
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Component Properties |

Comporent Propertiss I Yalues Fead and Wiitten  Custom Properties I

Thiz component provides a custam wzer interface o configure the component.
[rvoke the custom user interface by clicking the button below,

Custom Uger Interface

(] Cancel Apply

5. On the "Component Properties” window goto "Custom Properties” tab
and click on "Customer User Interface".

Transact Advantage Pipeline Component

Setup ID:

ok LCancel |

6. From the dropdown list select the Setup ID you created during the
Front Office installation. Click "OK" to close "Transact advantage
Pipeline Component" window. Press "OK" again to close "Component
Properties" window.
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1 Commerce Server Pipeline Editor - [C:Inekp - |EI|£|
File Edit ‘iew Window Help -2 x|
'] L
0| ¥ =2 o|o]s] x| 2
E ----- ﬁ OrderPipeling
: Py
l_:_| ----- | Purchase Check
ValidateCCHumber
|:=-:| ----- Payment
.| DefaultPayment
.| FeequiredPayment
e | TransackPipeline, Transackion
MEGreat Plains OrderFormToxML
Insert Component L4
.| SaveReceipk
Mave Up AlE+Up
Move Down Alt+Down
Zut ChrlH-x
Copy Chel+C
Paste L
Delete... Ceel

Displays properties Faor the currently selected ite EEEE L1

Alk+Enter v

7. Right click on "Great Plains OrderFormToXML" component and select

"Properties...".
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Component Prope X|
Diocument D estination | Yalues Read and */ritten I
Sales Order Document Custom Documents | Component Properties

Custom Document Setup El

Document Dizpatcher:

IEreat Flaing #=MLT o500 Receiver

#5L Stylezheet Path:
Indus'\Transactﬁ.dvantageHDru:IerFu:urmT b L_Tranzacthdvantage. szl J

Cancel |

Add... | Hemove |

] Cancel | Apply | Help |

8. Goto "Custom Documents” tab and select "Add". In the "Custom
Document Setup”™ enter "Great Plains XMLToSQL Receiver" for the
Document Dispatcher and for the XSL Stylesheet Path use following
path

<Nodus Install Directory>\TransactAdvantage\
OrderFormToXML_TransactAdvantage.xsl

Click "OK" to close the window. Click "OK" again to close "Custom
Properties"” window.

9. Select "File >> Save" to save the pipeline configuration and close the
pipeline editor.

Configuring BDX Inbound Documents
(Back Office Only)

To Configure BDX Inbound Documents:

1. Open BDX Console from

Start Menu >> Programs >> Microsoft Great Plains eCommerce
>> Business Document Exchange Management Console

© 2003 Nodus Software Solutions — All Rights Reserved



ECOMMERCE ADVANTAGE 7.0 USER GUIDE 32

Inbound Document Properties i |

General Advanced

performance in high tranzaction wolume inztallations.

@ The BD¥ Meszzaging Service can be tuned for optirmal

—farker Threads

Pool Size: . .J
1 2
Frioity: }
Lowest Marmal Higheszt

—Maszter Documents

¥ Display Mazter Documents Mode

] 4 I Cancel Apply Help

2. First make sure Master Documents are visible under Inbound
Documents. Goto "Inbound Document Properties”, on the "Advanced"
tab check the "Display Master Document Node" option.
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Master Document Setup Wizard

Master Document Setup
Enter a document name, version, and dezcription af the master document,

D ocurnent Marne: ITransactinnD ata
Wersion: |1 a
Dezcrption: I

< Back I Meut > I Cancel Help

3. Right click on the "Master Document" node under "Inbound
Documents"” and select "Add Master Document...". On the "Master
Document Setup Wizard" enter "Transaction Data" for the document
name and "1.0" for the version. Select "Next" to continue.

© 2003 Nodus Software Solutions — All Rights Reserved




ECOMMERCE ADVANTAGE 7.0 USER GUIDE 34

Master Document Setup Wizard

Configuration XML Data lzland

Select the =ML data izland that containg the default configuration settings for the
maszter document,

Configuration #kL Data |zland:

b L-gtylesheet type="textwal" href="t kLT 0SOLConfig.xel" > ;I
<DocConfig #mins: dt="urm:zchemas-microgoft-com: datatypes' '

<ConnectString:

</ConnectSting:

<SUBSTITUTIONS:

<SSUBSTITUTIONS:
</DocCaonfig:

< Back

In the "Configuration XML Data Island" window browse to the
"XMLToSQLConfig.xml" file. This file is installed by default at

C:\Program Files\Great Plains\Business Document Exchange\
Schemas\Configuration\XMLToSQLConfig.xml

Click "Next" to continue.
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Master Document Setup Wizard

Configuration =5L Stylezheet

The zelected 51 stulesheet will be applied to the =ML data izland, creating an
HTML-bazed user interface.

Transfarmatian #5L Stylezhest:

Cwgletplesheet wrlneasl="http: /v w3.orgd/ TR AT -wel" wrlne: bibrnl=""kttp: A v w3 ongys &
¢wsltemplate match=""":
<HTML><HEAD>
<wml id="wmlD ata">
<wzlfor-each select="/DocConfig''s
sl copn
<ConnectStrings < szl
fugloopys
¢ gl for-eachs
<damnlz
<SCRIPT LANGUAGE =" avazcnpt's <zl comment:
-
4| | 3
< Back Cancel | Help |

In the "Configuration XSL Stylesheet" window browse to the
"XMLToSQLConfig.xsl" file. This file is installed by default at

C:\Program Files\Great Plains\Business Document Exchange\
Schemas\Configuration\XMLToSQLConfig.xsl

Click "Next" to continue.
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Master Document Setup Wizard

Transformation =5L Stylesheet
[f the document s =ML zchema must be transformed, select an #5L0 stulesheet.

Transfarmatian #5L Stylezhest:

<wglstplesheet wrlneasl="kttp: Adws w3 .orgd/ TR AWD el language=""BScrpt''> -
¢wsltemplate match=""":
<wzlzenpt language=""BScnpt's <|[COATA[
Function PostTransaction(root, stiPattern)

Crim objTrs
Dir obiConn
Diirn w0 ata
Ciimn gt rderd D
Diirn gtrD BConbest
Dvimn obiDBConn
D obiDBRS

J | Ll_l

< Back Help |

6. In the 'Transformation XSL Stylesheet" window browse to the
"TransactionData" stylesheet. This file is installed at

<Nodus Install Folder>=\TransactAdvantage\
TransactionData_eCommerce.xsl

Click "Next" to continue. At the confirmation screen just hit "Finish" to
complete the configuration.
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'Fﬁ BD¥ - [Console Root', Business Document Exchange {Local), Inbound Documents

J fction  Wiew |J¢' -l‘|||@

Tree I W E= | Version
[ Console Root D SalesOrder 1.0
L——_Iﬁ Business Docurnent Exchange (Locs D TransactionData 1.0

- =4 Outbound Documents

E1-E9 Inbound Documents

Message Monitars
i tn:ljers

cribers

-5 Failed Mess.  plaw s
& Component Ser
& Computer Mana Delete
Refresh
Properties
Help

7. Right click on "eCommerce Site" under "Inbound Documents >>
Subscribers"” and select "Add Document..."” option

Inbound Document Setup Wizard

Document Creation Method

'ou can create a new document, modify a master document or link, to & master
docurmnent,

Chooze a document creation method:

i~ Modify master document

% Link to master document

¢ Back I Mexst > I Cancel Help
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8.

10.

In the "Document Creation Method" window select "Link to master

document”. Click "Next" to continue.

Inbound Document Setup Wizard

Select Master Document
Select the mazter document pavu want o Lse,

Mazter Document | Diezcription | Werzion |
Salezrder

Tranzactionl ata

< Back I Meut > I Cancel Help

In the "Select Master Document" window select "TransactionData" and
click "Next". Click "Finish" to close the "Inbound Document Setup
Wizard".

XMLToS0L Receiver Configuration

acument

Save Al Changes I
ind Do

d Dacum
ssage Mi | Datasource;

Edlit.

sker Doo
Salesor
Transac

urnenk C |

Ll g

scribers
elZommm

142 Sale
- Tral
Select "TransactionData™ subscriber from "Inbound Documents >>

Subscribers >> eCommerce Site" and click "Edit..." button on the
"XMLToSQLReciever Configuration™.
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B Data Link Properties x|

Provider Connectian |.i'-.|:|van|:eu:|| Al I

Specify the following to connect to SOL Server data:
1. Select or enter a zerver name;

OO j Refrezh |

2. Enter information to log on to the server:
 lze'windows MT Integrated security

&+ |se a specific user name and pazsword;

Uzer name: Isa

B

Pazzword: I
[T Blank password W illow zaving password

2. ™ Select the databaze on the server;
w0 =
™ attach a databaze file az a databasze name:

[T

[zing the filename;

| N

Test Connectian |

k. I Cancel Help |

11. In the "Data Link Properties” window enter the Back Office SQL Server
name, User name and Password. Select the <Company> database.
Click "Test Connection” to make sure connection details are right, also
make sure "Allow saving password” option is checked. Click OK to
close the window.

12. Close BDX Console. This completes your Back Office BDX Configuration
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Entering Payment Gateway Connector Keys

Each workstation requires an individual Payment Gateway Connector key. To
obtain each workstation’s Payment Gateway Connector key the workstation’s
Site ID must be transmitted to Nodus. When the Site ID is transmitted to
Nodus a Payment Gateway Connector key will be sent back which can then be
entered on the workstation.

Software Registration

'ou will need a registration key to unlock thiz application. Pleaze email
the fallowing Site |D ta supparti@nadustech. com ta get your registration
ken.

Site (D- Fdab4640

Reqgistration Keyw:

I rlock I Cancel

To enter Payment Gateway Connector keys:

1. On each installed workstation go to Start b Programs P Nodus b
eCommerce Advantage b Register eCommerce Advantage Plugin. The
Software Registration window will open.

2. Transmit the Site ID from the window along with a screen shot of the
Dynamics /  eEnterprise Registration  window to Nodus:
support@nodustech.com. The Dynamics / eEnterprise registration can
be found at Setup > Registration. If you are registering several
workstations, more than one Site ID may be included in a single e
mail. (NOTE: This step is a temporary procedure for the initial release
of ECOMMERCE ADVANTAGE. For future releases Payment Gateway
Connector keys will be obtainable through the Nodus website
www.nodustech.com. Please check the website for updates.)

3. When you receive the Payment Gateway Connector key from Nodus
enter it on the Software Registration window.

Repeat steps 1-3 for each installed workstation.
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Including New Code

To include new code:

4. When the InstallShield has finished, launch Dynamics / eEnterprise.

5. When prompted, choose Yes to include new code.

Attaching the Registration Window

After purchasing ECOMMERCE ADVANTAGE, Nodus will give you an Accounting
System Integration key. This number will activate the software for use with
your company data. If you would like to preview ECOMMERCE ADVANTAGE
before purchase, the software is fully functional, without a registration key, in
“The World On-Line, Inc”. To use the product with your actual company data,
you must enter the Accounting System Integration key provided by Nodus.

il
Version; 7ob2
User Count (O=uniimited) B
Credit Card Advaritage 1898834 2046532
I™ Encore Recuring Biling
?j Table E;etup and Cornwversion 0K

To attach the Reqistration form to your Shortcuts bar:

1. On the shortcuts menu bar, click “Add”.
2. Choose “Other Window”.

3. Click the “+” next eCommerce Advantage
4. Click the “+” next to 3™ Party.

5. Select “CC Advantage Registration”.

6. Click on the “Add” button.

7. Click on the “Done” button.
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Running Installation Routines

Running the installation routines consists of opening the CC Advantage
Registration window and choosing the Table Setups and Conversions button.
The installation routines will create tables and stored procedures and set
permissions on those objects for those users running on an MS-SQL database.
These procedures will also convert any existing data for users who are
upgrading from a previous version. In addition, a procedure will be run that
will automatically attach the ECOMMERCE ADVANTAGE Palette to the Sales
Transaction palette. If recurring billing is also integrated with the system, the
option Encore Recurring Billing should be selected in order to create the tables
for processing recurring billing transactions in Batch Verification window.

To run installation routines:

1. From the Shortcuts bar, choose CC Advantage Registration.

2. Click Table Setups and Conversions.

Clicking the Table Setups and Conversions button is necessary
ﬁ\ every time a new build is installed. This needs to be done once
u for each company. This should be done no matter which database
is being used: Pervasive, Ctree, or MS-SQL. These procedures
will handle all table setups, stored procedure creation, table and
stored procedure permissions and data conversions.

Entering Accounting System Integration Key

Only one key is necessary to activate ECOMMERCE ADVANTAGE with all the
companies in your accounting system. The Accounting System Integration key
need only be entered once. It can be entered from any installed workstation
and from within any company. The key will activate the accounting system
integration for all companies from all installed workstations.

To enter Accounting System Integration key:

1. From the Shortcuts bar, choose CC Advantage Registration.

2. If you are using temporary test keys, go to Options > Key Expiration
Date to open the Registration Key Expiration Date window. Enter the
key expiration date in the field provided. Click OK.
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3. Enter the Nodus user count. Generally, this will be O or blank to reflect
unlimited users.

4. Enter the Accounting System Integration key provided by Nodus.
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Setting Up ECOMMERCE ADVANTAGE

Required Dynamics/eEnterprise Setup for
ECOMMERCE ADVANTAGE

Before using ECOMMERCE ADVANTAGE some additional setup is necessary in
Dynamics/eEnterprise. For each credit card type your firm accepts (Visa,
MasterCard, etc.), you need to set up a Card Name record in the
Dynamics/eEnterprise Financial module. Credit Cards processed through
ECOMMERCE ADVANTAGE must be setup as Charge Cards.

To setup card names in Dynamics / eEnterprise:

1. Open the Dynamics/eEnterprise Credit Card Setup window: Setup b
Company b Credit Cards.

2. Enter the card name or type (Visa, MC, etc.) in the Card Name field.
3. Mark Accepted from Customers.

4. Mark Charge Card.

5. Choose Save.

6. Repeat for each card the company will accept.

Optional Dynamics/eEnterprise Setup for
ECOMMERCE ADVANTAGE

For Customers who are already in your company database, you can set up
default credit card and address data in their Customer Card records. When a
transaction is entered for the customer, the credit card information will appear
in the appropriate fields on the Credit Card Entry window when it opens. The
information can be overwritten if the customer’s account has changed or if
they would like to use a different card.
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To enter default credit card information:

7. Open the Dynamics/eEnterprise Customer Maintenance window: Cards
b Sales b Customer.

8. Choose the Options button.

9. On the Customer Maintenance Options window fill in the three fields:
Credit Card ID, Credit Card Number, and Expiration Date. You can use
the Look-up on the Credit Card ID field to choose a card that is already
on file for the customer. Multiple credit cards may be maintained for
the customer.

WARNI NG

You should only enter numerical value into the
Credit Card field. Please do not enter ‘-*
between the digits. For example, if your card
number is 4111111111111111, then you should
enter 4111111111111111 instead of 4111-1111-
1111-11121.

ECOMMERCE ADVANTAGE Setup

ECOMMERCE ADVANTAGE is designed to support multiple processors and
Payment Gateways. The Setup ID entered on the Setup window will designate
the appropriate Payment Gateway, along with necessary connection
information. The class of transaction (credit card, debit card, etc.) for the
specified Setup ID is also set on the Setup window.

There are two ways to setup eCommerce Advantage.
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eCommerce Advantage Setup Window

(outside Great Plains)

You can setup eCommerce Advantage by selecting the appropriate Payment
Gateway Connector, along with desired Payment Processor and Card Class

(credit card, debit card, etc.), specifying the database

information for

connecting to the eCommerce’s Back Office COMPANY database, and entering
the Payment Gateway’s connection details. Hit save after you have entered the
data. Close the window by clicking on the “X” button on the top right corner.

Transact Advantage Setup

EH Save X Delete & Clear

Setup 1D: IeEDmmerce Connection

— Connector

Connectar; IUE”S@”

Eremsss I.-'-‘-.meriu:an E wprezs 800-297-5555

ServerPort 443
Server. Prompdddress
Server ProsyPaort

Card Clazs: II:”E':Iit j
Parameter | Yalue |*
Semerdddiess test-payflow. venzign. com

[

— Installed Adapters

Adapter: Great Flainz Adapter j W Activate
Parameter | Yalue | -
Ciriver {SOL Server}
Server NABOO o
D atabase T'0 j

Connection String:

IDriver={SE!L ServertServer=MNAB00 D atabase=T'W0;

To Create a Setup ID using eCommerce Advantage Setup Window:

1. Open the eCommerce Advantage Setup window: Start

Menu P

Programs P Nodus Technologies P eCommerce Advantage Setup.
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2. Enter Setup ID, you can use any name as the Setup ID as long as it
doesn't contain these "\ / : * ? " < > |" characters.

3. Select Payment Gateway Connector, Processor and Card Class.

4, Specifying database information for connecting to the eCommerce
Back Office COMPANY database.

5. Enter the Payment Gateway’s connection details.
6. Choose Save.

7. Close the window by clicking “X” on top right corner.

© 2003 Nodus Software Solutions — All Rights Reserved



ECOMMERCE ADVANTAGE 7.0 USER GUIDE 48

Credit Card Advantage Setup Window

(inside Great Plains)

eCommerce integration works in conjunction with Credit Card Advantage
(CCA) for Dynamics / eEnterprise. You don’t need to re-enter Setup
information into CCA. In the Credit Card Advantage Setup window leave the
checkbook ID blank as eCommerce only accepts Charge Cards.

& Credit Card Advantage Setup [_ |
EH Save | > Delete | A Clear | El
Setup 0 eCommerce Connection Dienied Batch Name DEM- | + Date of Verification Attempt
Connectar Werizigh -
Processar American Express B00-237-5655 - Aszzociated Checkbook
Card Class | Credit * | Auto Settlement Time 12:00:00 Ak

Connection Setup

Processing Server

Mame or IP | test-payflow. werizsign. com Part 443 Pazzwiord

Authentication

Uzer ID ModusTech Fazzword OO0
Partrer ID Modus Wendor D ModusTech
Prosy
Mame ar [P Port ser ID

Pazzword

Trahzaction Setup

" FalOndAddess I FalOnZIP ™ &uto Freight I Auto Misc.

[ Allow Multiple Booking I Add Freight Tio Mocumert I &dd Mize e Document
™ Auto Renew Expired Book

I™ Recuring Biling & Amount € Pemzent % Amount € Percent

[~ allow Partial Shipping

4 4 » M

For more details consult the Credit Card Advantage User’s Guide included in
the installation.

To Create a Setup ID using Credit Card Advantage Setup Window:

1. Open the eCommerce Advantage Setup window: Transactions b Sales
b CC Advantage b Setup.

2. Enter a unique Setup ID in the Setup ID field.

3. Fill in the fields according to the table above.
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4, Choose Save.

5. Repeat steps 2 - 4 for each Setup ID that needs to be entered. Each
combination of Card Class, Payment Gateway, processor and / or
Merchant ID will require a unique Setup ID.
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Special ECOMMERCE ADVANTAGE Setup
Features

Setting Up Multiple Merchant Accounts

eCommerce Advantage does not support multiple merchant accounts for the
sale order submitted through the web site. However you can create multiple
merchant accounts from within Great Plains. To do this a separate Setup ID
for each account must be created. When entering credit card transactions the
Setup ID chosen dictates which merchant account will be used for the
transaction. To setup multiple merchant accounts in a single company, follow
the steps outlined in ECOMMERCE ADVANTAGE Setup section.
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Processing Credit Card Transactions

ECOMMERCE ADVANTAGE only supports Sale and Book transaction placed
from eCommerce web site. However Credit Card Advantage module that's
comes packaged up with eCommerce Advantage supports a wide-range of
transaction types only accessible from inside Dynamics/eEnterprise
environment.

Transaction Types

This section explains each of the transaction types in ECOMMERCE
ADVANTAGE. The steps for processing each of the transaction types are nearly
identical. Slight variations are identified and explained in this section Please
note: the various names of the transaction types vary by processor. A Sale
may be called Capture by some processors. A Book may be a Pre-Authorize.
There are other variations. The names chosen for ECOMMERCE ADVANTAGE
are among the more common but are not universal. Though the names may
vary, the processing details do not.

Sale

(supported by eCommerce Web Site and Dynamics/eEnterprise)

An approved Sale is an immediate charge to the customer’s credit card or
account. If a Sale is saved to a batch, the charge will not occur until the batch
is sent for approval. A Sale can only be reversed with a Void or a Credit.

Book

(supported by eCommerce Web Site and Dynamics/eEnterprise)

A Book is a reserve of a specified amount on the customer’s credit card or
account. A Book prevents the customer from using that portion of their credit /
funds, but does not actually charge the card nor transfer any funds. A Book is
useful for companies that ship merchandise one or more days after receiving
an order. By issuing a Book, a company reserves the necessary amount on the
customer’s card at the time of the order. This reserve assures an approved
Ship transaction at the time the merchandise is eventually shipped. A Ship
transaction is necessary to complete the Book. A Book can only be entered
from the Sales Transaction Entry window.

The number of days a Book will stay open is determined by each cardholder’s
issuing bank. The most common number is 7 to 10 days, but some banks may
hold Books for as long as four weeks and little as 3 days.
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Ship
(supported by Dynamics/eEnterprise only)

A Ship can only be issued for a transaction that has been previously a Book
Under ordinary circumstances, a Ship is assured approval as long as the
amount is equal to or less than the original Book amount and the Ship is sent
before the Book has expired. A Ship results in an immediate charge to the
customer’s credit card or account. If the Ship is for less than the original Book
amount, the remainder of the original Book amount is released back to the
customer’s credit line or account.

Credit

(supported by Dynamics/eEnterprise only)

A Credit is issued to transfer money from the company’s account to the
customer’s account or credit card. When a Return is processed a Credit can be
issued to return money to the customer.

Force

(supported by Dynamics/eEnterprise only)

A Force is used to enter already approved transactions. A Force is typically
used for a transaction processed through a phone authorization. When
entering a Force you will be required to enter the authorization code.

Force — Dynamics Only

(supported by Dynamics only)

The Dynamics Only option is used with a Force when the transaction being
forced has already settled or it is already in the records of your Payment
Gateway. This can happen due to a network failure or other system problem
that prevents us from properly receiving the response from the Payment
Gateway. The Dynamics Only option enters the information into the Dynamics
/ eEnterprise records, but nothing is sent out to the processor.

Void
(supported by Dynamics/eEnterprise only)

A Void is issued for an unsettled approved transaction. When a Void is
successfully issued, neither the Void nor the original transaction will appear on
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the customer’'s gatement. A Void can only be issued against an unsettled
transaction. When a Void is sent, if the original transaction has already been
settled, the Void will be denied and a warning will be displayed. A settled Sale
transaction must be reversed with a Credit.

NOTE:

VeriSign Payment Gateway does not allow
reversing Credit transactions. For example, if you
enter a Return and verify it, you will have a
Credit transaction. You cannot void or delete
this Credit transaction if you use VeriSign.
However, the Return document can be voided
or deleted. If you use Paymentech processor,
you will be able to reverse Credit transactions.
Paymentech processor does not allow Ship
transactions with ship amounts greater than the
Book amount.

Entering Credit Card Transactions

The only way to process Credit Card transactions from eCommerce web site is
by placing an order, and going through the checkout. The basic steps are:

= Create a new order, add items and submit the order
= Select the Payment Method
= Enter Credit Card details

= Finalize the sale by selecting Purchase.

To Process Credit Card transactions from Dynamics / eEnterprise please
consult the Credit Card Advantage User’s Guide.

To Enter Credit Card Transactions

1. Open eCommerce web site.

2. After going through the login screen, create a new order, add items,
and select Purchase.
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Shipping Information

Please enter your shipping address infarmation or select an existing shipping address. Then select a shipping method and enter
an optional order comment. If you have terms with The World Online, Inc. and wish to put this order on your account, please

select the On-Account option under the Payment Type selection. If you wish to place this order on a Credit Card, select the
Credit Card option under the Payment Type selection.

Shipping Method: Payment Type:
ICDurier 'I

On-Account

Shipping Address:
IWAREHDUSE v[

First Name: [Bab

Last Name: [Fitz

Street: 11403 45 5t South
City: |Chicag0

State: L
ZIP: [60603-0776

Phone: |31 255501020000

Customer Comment:
Al
=l

3. At the “Shipping Information” page select "Credit Card" from the
"Payment Type" list and press Total.

© 2003 Nodus Software Solutions — All Rights Reserved



ECOMMERCE ADVANTAGE 7.0 USER GUIDE 55

Billing Information

Please enter your billing address information or select an existing billing address. Then enter your credit card information and
select the "Purchase” button to complete your order.

Billing Address: Credit Card Information:
[PRMaRY =] Name on card: |Bob Fitz

First Name: |Bob Card Number: [4111111111111111
Last Name: |Fitz Type: IAmerica Charge 'I
Street: [11403 13th Avenue South Expiration Date IApr -] |2uua -]

City: [Chicago Transaction Type: [Book =]

State: [IL cvv2: [iz3
ZIP Code: [50603-0776

Phone: |31255501D1DDEIEI

Order Total:

Subtotal: $159.95
Discount $0.00
Shipping: $0.00
Handling: $0.00
Tax: $11.20
TOTAL: $171.15
|

4. Enter transactions as normal using regular credit card number. If you
are using a test merchant account use these values Visa -—
4111111111111111, any expiration date in the future, and 123 for
"CVV2". Click "Purchase" to continue.
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Purchase Confirmation

Thank you far shopping at The Warld Online, Inc.

If you want to continue shopping, simply return to the [obby.

Status:

Crigination ID:

Fesult Code:

authorization Code:
Processor Response Message:
AYS Address Response:

ANMS Zip Response:

CWW2 Response:

1
YGE3IF29148361
]

010101
Approved

#

X

Y

Your order number is ZEBDKADWHKASMINSE1FMEMEAESS. Please record it for referencing your arder.

5. If the credit card authorization gets approved you will get "Purchase
Confirmation" similar to above. The Response you get on the approval
is based on the XSL template stored with the Setup ID being used for
eCommerce. For information on how to customize the XSL template to
show your own message review the Transact Advantage Users Guide.
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Appendix A: Troubleshooting

Problem Remedies

‘Transaction Failure’ Be sure Setup is correct.
Be sure Internet connection is live.

Be sure operating system is Windows 2000,
NT or XP.

Be sure Partner ID entered during installation
is correct. See About Your Payment Gateway.

Internet connection failed while processing a Transactions in a batch are sent one-by-one.
batch of credit card transactions The transactions that were sent before the
connection went down will process as normal.
Any transactions left unprocessed in the batch
at the time the connection goes down will be
mark as ‘Denied’ and moved to a denied
batch. The denied batch may be resubmitted
‘as is' when the Internet connection is restored.

‘Transaction Type Invalid’ for any type Be sure you have not used the Dynamics
Credit Card Payment Process to record a
payment. If you have, delete the payment and
re-enter it through CCA.
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Appendix B: Technical Support

If you have any questions about this program, you should first consult this
User’'s Guide. If you are still having trouble, there are a couple of support
options.

Contact the Nodus / Great Plains Partner from whom this software was
purchased.

Nodus provides support on a cost-per-incident basis. Pre-paid support is also
available. To find out more, contact Nodus directly:

Through Address/Numbers

e-mail support@nodustech.com

Web Site http://www.nodustech.co
m

Telephone (909) 476-9796

Fax (909) 476-6866

Mail 6771 Amberwood Dr.

Alta Loma, California
91701
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